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Program STAM-2
(licencja na 3 stanowiska),
sprzetowy klucz zabezpieczajacy

STAM-2 software

STAM-2

Zestaw: Karta STAM-1 PE, Zestaw: Karta STAM-1 P,
Program STAM-2 Program STAM-2
(licencja na 3 stanowiska), (licencja na 3 stanowiska),

sprzetowy Klucz zabezpieczajacy sprzetowy kiucz zabezpieczajacy

Hardware bundle: STAM-1 PE Hardware bundle: STAM-1 P
receiver card, STAM-2 software receiver card, STAM-2 software
(3 workstations license), (8 workstations license),
protection dongle protection dongle

(3 workstations license),
protection dongle

The dongle number,
required to register this software with the Manufacturer:

Minimum hardware requirements for the Minimum hardware requirements for the

monitoring station server: monitoring station client:

9 operating system: Microsoft Windows 1 operating system: Microsoft Windows
XP or higher XP or higher

1 free PCI slot (possibility to use the
STAM-BOX case if no slots are
available)

9 free serial COM port (for connecting
cards)

1 free USB port (for protection dongle
support)

SATEL aims to continually improve the quality of its products, which may result in changes in
their technical specifications and software. Current information about the changes being
introduced is available on our website.

Please visit us at:
https://support.satel.eu
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The STAM-2 is an advanced solution offered to the companies engaged in the business of
monitoring signals derived from security alarm systems. It is available in two variants: basic
STAM-2 BASIC, and extended i STAM-2 PRO. This manual covers both variants of the
program.

The STAM-2 monitoring station consists from cards installed in the computer, as well as
software which enables management of the signals received by modules. It is possible to
receive transmissions sent through telephone line, Ethernet (TCP/IP) or GSM (SMS
and CLIP) networks. The STAM-2 program works in WINDOWS environment. It is a client-
server type of application which enables incoming events to be handled by some operators
on a number of workstations.

Note: Some features in the STAM-2 PRO program are only available, when the ETHM-1
module is connected to the alarm control panel.

If the STAM-2 program version 1.5 or later is to handle events received by the GSM module:
- GSM-4 module must have firmware version 4.11 of 13.05.2009 or later,

- GSM LT-1 module must have firmware version 1.11 of 13.05.2009 or later,

- GSM LT-2 module must have firmware version 2.11 of 13.05.2009 or later,

- "Fax/modem" option must be enabled in the module,

- speed of data transmission through the RS-232 port must be set at 19 200 bps in the
module.

1. MONITORING STATION FEATURES

1 easy-to-install cards
1 optional expansion of the station by adding more cards

1 receiving transmissions sent via telephone line, Ethernet (TCP/IP) network or GSM (SMS,
CLIP) network

i detecting telephone line defect (telephone receiver cards), no network cable or
communication with Ethernet module (Ethernet receiver cards)

9 compatible with:
- GSM-4 and GSM LT-1/ 2 modules (manufactured by SATEL)
- VISONIC RC-4000, VIRGO and MESSER radio stations
- modem
1 automatic recognition of one of the following transmission formats:
- Silent Knight, Ademco slow (10 BPS)
- Sescoa, Franklin, DCI, Vertex (20 BPS)
- Silent Knight fast
- Radionics 1400 Hz
- Radionics 2300 Hz
- Radionics with parity 1400 Hz
- Radionics with parity 2300 Hz
- Ademco Express
- Silent Knight, Ademco slow - extended
- Sescoa, Franklin, DCI, Vertex - extended
- Silent Knight fast - extended
- Radionics 1400 Hz - extended
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- Radionics 2300 Hz - extended

- Contact ID (CID)

- SIA (telephone cards version 3.00 and higher; Ethernet cards version 3.01 and higher)
user friendly STAM-2 software, working in WINDOWS environment

client-server type of application which enables incoming events to be handled by several
operators on a number of workstations

option of smart distribution of events between the workstations

option to display event handling window at all workstations simultaneously
capability to handle events repeatedly

encrypted client-server communication

monitoring station data stored in an encrypted database file

defining the program user authority levels

simplified work of the monitoring station program operator:

- selection of intervention requiring events

- list of program user required actions

- storing program user reactions in memory

- reminder of unhandled events

saving major operations of the system users into event log

reporting situations which require intervention:

- alarm

- trouble (including lack of test transmission or transmission at wrong time)
- check for site status correctness (armed, disarmed)

status overviews of supervised sites:

- alarm reporting systems

- trouble reporting systems i possible verification of troubles occurring in the system
- armed systems 1 in case of bigger sites: a list of armed partitions

- status of communication with the systems

cyclic saving of data copy

capability to create auxiliary database, in parallel with the backup copy
capability to use the STAM-VIEW interface

interaction with GuardX INTEGRA alarm system administrator and user program i version
1.08.001 of 15.02.2011 or newer [only STAM-2 PRO]

capability to connect the video alarm verification unit

remote control of the site status using the virtual keypad [only STAM-2 PRO]
capability of creating detailed site plans [only STAM-2 PRO]

capability to use a map for presentation of the site status [only STAM-2 PRO]

handling subscribers in simple mode (no control of communication with the subscriber) or
extended mode (with control of communication with the subscriber)

detailed subscribers' data:

- up to a dozen or so identifiers of different types

- any number of information drawings (JPG or PNG files)

- decode tables (each code meaning and event description)
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- priority differentiation i order of reporting events which require intervention when events
are incoming simultaneously from many subscribers

- patterns of action in case of events which require intervention in partition i up to 5 items
extended event filtering

management of event filters

defining the actions needed to handle events
option to add comments to the actions
extended event handling menu

capability of fast event handling

archiving events, also to an external file
system of notes:

- information exchange between users

- defined validity period

- automatic display option

1 printing documentation regarding subscribers, reports for subscribers, reports on program
users and station system in PDF format

1 capability of archiving reports
1 selection of language version for STAM-2 Server and STAM-2 Client program

= =4 4 -4 A4 -8 a2 -9

2. CARD DESCRIPTION

The card is a complete receiver of data sent by the control panels which enables
a supervision center to be organized for monitoring the security system status. It can be
installed on board of any PC computer (PCI slot), deriving only +12V power supply and
RESET signal from the computer. It is capable of working without the computer, if power
supply of approx. +12...15V is provided. The RESET signal is only necessary for operation
with the use of computer.

SATEL offers the following cards:

STAM-1P T base telephone receiver card (available in STAM-2 BT bundle);

STAM-1R T expansion telephone receiver card,

STAM-1 K T expansion telephone termination receiver card for connecting mimic
boards;

STAM-1 PE I base Ethernet receiver card (available in STAM-2 BE bundle);

STAM-1 RE T expansion Ethernet receiver card;

Each telephone receiver card means that it is possible to connect the telephone line, i.e.
assign 1 telephone number to the monitoring station. Also, connecting the GSM module to
the COM port of the computer denotes that 1 additional telephone number (SMS/CLIP) is
assigned to the station. Each Ethernet receiver card means that it is possible to assign 1 IP
address to the monitoring station.

The card selection depends on what method of data transmission is used. The cards can be
connected with each other, which enables the monitoring station to support different
transmission methods and increase the number of telephone lines /IP addresses. The
STAM-2 monitoring station may comprise up to 16 interconnected cards (base receiver card
+ 15 expansion receiver cards of various types). Also, when GSM modules are connected to
the computer COM ports, the total number of supported cards and GSM modules is 16.

The STAM-1 K card accepts the STAM-1 PTSA mimic boards which enable visualization of
the status of monitored sites by means of LED indicators. One mimic board makes it possible
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to visualize the status of 64 objects. Additional mimic boards must be used for a greater
number of objects. Altogether, 63 mimic boards can be used for 1 monitoring station, which

means 4032 visualized objects.
o 1. TR
JP1 JP2 JP3 JP4

%]
T

Fig. 1. VieW of STAM-1 P card. STAM-1 R card has no DB-9 connector (shown in the
drawing by digit 1). STAM-1 K card includes a DB-9 connector, which is used to connect the
mimic board.

JP7

Explanations for Fig. 1:

1 7 DB-9 male connector (RS-232 port) which enables the card to be connected to the
computer COM port.

2 1 headset mini-jack socket to enable telephone line eavesdropping by means of high-
resistance loudspeaker or headset.

RJ-11 socket for connecting telephone line.
card address setting pins (see: Addressing cards).
connector for additional control signaling.

connectors for expansion receiver cards (RS-232 and sound for telephone receiver
cards).

buzzer.
LED indicator. Lit during connection.
9 T pins to enable/disable telephone line eavesdropping.

o O~ W

o
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Fig. 2. View of éTAM-l PE card. STAM-1 RE card has no DB-9 connector to connect to the
computer COM port (indicated in the drawing by digit 1).

Explanations for Fig. 2:

1 7 DB-9 male connector (RS-232 port) which enables the card to be connected to the
computer COM port.

2 7 RJ-45 socket for connecting the Ethernet network. The socket incorporates two LEDs.
The green one indicates network connection and transmission, and the yellow one i1
network transmission rate (OFF: 10Mb / ON: 100Mb).

3 1 card address setting pins (see: Addressing cards).

4 17 connector for additional control signaling.

5 1 connectors for expansion receiver cards (RS-232 and sound for telephone receiver
cards).

6 1T LED indicator.

7 1 buzzer.

3. ADDRESSING CARDS

An individual address must be set for each installed card. The addresses may not be used
repeatedly. To set an address, use the pins (see Figures 1 and 2). The pin pairs are
designated JP1, JP2, JP3 and JP4. Addressing is carried out by means of jumpers placed on
the pins. The pins allow setting addresses from 0 to 15 (in hexadecimal mode: from O to F).
In order to determine the address of a card, add up the values set on consecutive pin pairs,
according to Table 1.
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Pin pair JP1 JP2 JP3 JP4
Numerical value
(after setting the jumper) 1 2 4 8

Table 1.

4. INSTALLING CARDS

@ Prior to installation of a card in the computer, disconnect the computer from the
source of power supply.

The STAM-1 PE (Ethernet receiver base card) and STAM-1 RE (Ethernet receiver
expansion card) are dedicated devices designed for work in the local computer
networks (LAN). They cannot be connected directly to the public computer
networks (MAN, WAN). Connection to the public networks should be effected via
arouter or xDSL modem.

In order to install the STAM-1 P or STAM-1 PE card in the computer:
1. Setthe card address (see: Addressing cards).

Open the computer case.

Install the card in PCI slot.

Close the computer case.

Using the cable included in the bundle, connect the card DB-9 connector to the computer
serial COM port.

6. Connect the telephone line (STAM-1 P card) or network cable (STAM-1 PE card) to the
card socket.

In order to install the STAM-1 R, STAM-1 K or STAM-1 RE extension card in the computer:
1. Setthe card address (see: Addressing cards).

2. Open the computer case.

3. Install the card in PCI slot.
4

. Using the cable delivered with the expansion card, connect the card to the base receiver
card or another expansion card.

Close the computer case.

6. Connect the telephone line (STAM-1 R and STAM-1 K cards) or network cable
(STAM-1 RE card), or, optionally, the mimic board (STAM-1 K card) to the extension card.

If the card is to be installed outside the computer, proceed in the same way as described
above, skipping the steps which refer to installation of the card in computer PCI slot.

arwDn

o

5. PROTECTION DONGLE

Installation of the STAM-2 server program is impossible without the protection dongle
(hardware key). Having installed the server program, leave the dongle in the USB port. If the
dongle is removed for more than 30 minutes, it will be unregistered and functionality of the
monitoring station will be limited. Such functions as editing subscribers and users accounts,
creating reports and configuring the server will be unavailable. 2 weeks after unregistering
the dongle, the monitoring station program will stop working.

A If your dongle gets damaged, please contact the SATEL Company. Replacement
is possible after you return the damaged dongle and pay a small handling
charge.
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The SATEL Company shall not be held responsible for lost or stolen dongles. If
you lose your dongle, you must be prepared for high costs connected with
delivery of a new one.

6. STAM-2 PROGRAM INSTALLATION

6.1 INSTALLATION OF STAM-2 SERVER PROGRAM

Download the STAM-2 Server program from www.satel.eu
Required program version: 1.5 (or newer).

The server program should be installed on a computer to the serial COM port of which the
STAM-1 P or STAM-1 PE card is connected. If the server program finds no STAM-1 P or
STAM-1 PE card within a few minutes after being started, it will be terminated.

During installation, the protection dongle must be inserted into the computer USB port.

At installation stage, the users of STAM-1 monitoring station can import data from the

program. To do so, you must select the option i1 have STAM-1 installed and want to import
data from itd seé Fig. 3), and then indicate the folder where the STAM-1 program is installed.

]hq Setup - 5STAM-Z Server

Import 5TAM-1 data
Do wou wigh to transfer data from STAR-1 to STARM-2 program

|F wous wigh ta transfer data from STAM-1 to STAM-2 program, select the field below, and
then chck Mest.

¥ | have STAM-1 installed and want to import data from it

s, 35tel. ol < Back I Mest = I Cancel

Fig. 3. Importing STAM-1 program data.

Note: The database of STAM-1 monitoring station can only be imported during installation.

The STAM-2 monitoring station needs to be registered within 31 days of the server program
installation. After expiry of this period, the server program will stop working. The server
installer program offers optional registration at the end of installation procedure. Registration
Is also possible at a later date on the website www.stam?2.satel.pl

6.2 INSTALLATION OF STAM-2 CLIENT PROGRAM

Download the STAM-2 Client program from www.satel.eu
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Required program version: 1.5 (or newer).

Installation of the client program is possible on the same computer on which the server
program has been installed. In addition, it may be installed on any number of workstations,
however the server program can support up to 3 or up to 10 clients, depending on the license
held.

STAM-2 CLIENT
[IP: cce.cce.cee.cec]

STAM-2 CLIENT
[IP: bbb.bbb.bbb.bbb]

STAM-2 CLIENT

[IP: aaa.aaa.aaa.aaa]
STAM-2 SERVER
[P XXX XXX XXX.XXX]

Fig.4. Example of configuration of the STAM-2 monitoring station.

Version 8 of the Java environment is required to run the client program. Download the correct
version of the Java Virtual Machine from the web and install it on the computer.

6.3 UPDATING STAM-2 PROGRAM

In order to update the STAM-2 program, do the following:

1. Start the STAM-2 program and check the versions of STAM-2 Server and STAM 2 Client
programs, as well as the versions of connected devices. Close the program.

2. Download the latest versions of the STAM-2 program and the updating program for
phone / Ethernet receiver cards and GSM modules from the www.satel.eu website, and
save them to disk.

3. In case of any trouble, prepare a backup copy to guarantee data recovery. Copy the
"Client" and "Server" folders (including their contents) to a safe place. The default access
path is C:\Program Files\Sate\STAM-2.

4. Disconnect the telephone lines (for STAM-1 P, STAM-1 R and STAM-1 K cards) and the
network cables (for STAM-1 PE and STAM-1 RE cards) from the card slots, so that the
monitoring station should not receive any events during the update process.

5. Update the firmware of telephone cards, Ethernet cards and GSM modules.
6. Reconnect the telephone lines and network cables to the appropriate card slots.

7. Start the installation of a new version of the program and follow the instructions. The new
version will replace the existing one.

8. Run the installed version of STAM-2 program.

6.4 MovVvING STAM-2 PROGRAM

In the event of transfer of the STAM-2 program from one computer to another, follow these
steps:

1. Create the "Satel" folder on the new computer, C drive, "Program Files" folder, and then
create the "STAM-2" folder in it (C:\Program Files\Sate\STAM-2).
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2. Copy the "Client" and "Server" folders, including its contents, from the old computer
(default access path: C:\Program Files\Sate\STAM-2) and paste them into the created
STAM-2 folder.

3. Manually create shortcuts to the STAM-2 program on the desktop and in the Start Menu,
or install the STAM-2 program, replacing the old version with the new one.

Note: When moving the data, be sure to create appropriate folders for the database backup
copy and the auxiliary database on the new computer.

7. OPERATION AND PROGRAMMING OF STAM-2 MONITORING STATION

A The STAM-2 server program works as an ordinary application and starts after
logging into the system.

You can terminate the server program manually and then restart it. In order to terminate the

server program manually, you must:

1. Hover the cursor over the server icon displayed on the system taskbar.

Press the right mouse button i a menu will appear.

Highlight the fExitoitem and press the left mouse button.

A window will be displayed. Enter your login and password in the window and then press

the O K button.

Configuration of the STAM-2 server and operation of the monitoring station can be effected

by means of the STAM-2 Client program.

H»wN

7.1 FIRST TIME RUN OF CLIENT PROGRAM

After starting the STAM-2 Client program, the login window will open (see Fig. 5).

A\

As the program is case-sensitive, make sure when logging in, that the Caps
Lock has not been accidentally activated.

= ool Stam-2 —
Password [proktoton] {localhost:3000)
Login I Edit I

Close I

Fig. 5. STAM-2 program login window.

7.1.1 CLIENT PROGRAM INSTALLED ON THE SAME COMPUTER AS SERVER PROGRAM
In order to log in, enter /s a t e theé defawst password and click on the fiLog inobutton.

7.1.2 CLIENT PROGRAM INSTALLED ON A COMPUTER DIFFERENT FROM THAT WHERE
SERVER PROGRAM IS INSTALLED
Before you log in, it is necessary to define the server parameters (address and TCP/IP port of

the computer where the STAM-2 server program is installed). For this purpose, click your
mouse on the fEdito button. The fServerso window will open, displaying the list of defined
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servers. You can define any number of servers for the client program to work with. By default,
thefStam-2 0 s er ver(seebig.@)ef i ned

i

5I:an1—2

Add Delete Edit Close

Fig. 6. iServersowindow on first-time run of the program.

Default parameters of the fiStam-2 &erver allow the user to log in when the STAM-2 Client
program is run on the same computer as the STAM-2 Server program. You can edit the
server settings (see Fig. 7) after clicking on the fEdito button, or add a new server after
clickingontheMdd o butt on

Having defined the server parameters, you can return to the login window. If the name of
required server with which you want to communicate is not shown, click on the arrow at the
server name. A dropdown list will appear, from which you should select the server the client
program is to work with. If the name of required server is shown, enter the default password
ffat el 0 andfwlgi dknoorbutthen.

T X
SErYer name IStam-2
Address IIu:ucthu:ust
Part |z000
Apply Close

Fig. 7. iServe rwindow defining parameters of the server with which the client program is to
work.

7.2 MAIN WINDOW OF STAM-2 CLIENT PROGRAM

After login procedure, the main window of the program will open (see Fig. 8).

&@@@@@@9??9)@ @
Satel” Jj » = | e —— K
R

Fig. 8. Main window of STAM-2 Client program




SATEL

STAM-2 13

Explanations for Fig. 8:

1
* @
3

5 !
¢ @
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8 =I

=l
>
10

Click on the icon to open a window with information on the STAM-2
program and SATEL Company, manufacturer of the program.

Status board (Alt+T) i Click on the icon (or press Alt+T) to open a window
where the status of supervised sites can be checked (alarms, troubles, arm
statuses, test transmissions). The window is available to all users.

Event log (Alt+H) 7 Click on the icon (or press Alt+H) to open the event log
window. The window is available to users with the fviewingoauthority level.

Handle alarms (Alt+1) 7 The icon is active when there are unhandled alarms.
The number at the icon shows how many alarms are still unhandled by the
user. Click on the icon (or press Alt+1) to open the "Alarm" tab (unhandled
alarms) in the "Event log" window. Available to users with the fhandlingo
authority level.

Handle troubles (Alt+2) i The icon is active when there are unhandled troubles.
The number at the icon shows how many troubles are still unhandled by the
user. Click on the icon (or press Alt+2) to open the "Troubles" tab (unhandled
troubles) in the "Event log" window. Available to users with the fhandlingo
authority level.

Handle arm status events (Alt+3) i The icon is active when there are
unhandled arm status events. The number at the icon shows how many arm
status events are still unhandled by the user. Click on the icon (or press Alt+3)
to open the "Wrong arm status” tab (unhandled arm status events) in the
"Event log" window. Available to users with the fhandlingd aut hour it

Subscribers (Alt+A) i Click on the icon (or press Alt+A) to open the window
where you can, depending on your authority level, view the list of current
subscribers, edit the current subscribers, add new subscribers or remove the
existing ones. The window is available to all users.

Reports and documentation (Alt+R) i Click on the icon (or press Alt+R) to
open the window where the print function is available for printing
documentation regarding subscribers, subscriber's reports, reports on
program users and station system in PDF format. The window is available to
all users, but the scope of possible operations depends on the granted
authority level.

Notes (Alt+N) i Click on the icon (or press Alt+N) to open the window where you
can view notes created by other users or prepare notes for other user.
Available to all users.

Configuration (Alt+K) i Click on the icon (or press Alt+K) to open the menu with
the following functions:

Configure server (Alt+K) 1 The function intended to define the cards and
other devices (GSM modules, VISONIC RC-4000 radio stations) supported
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11

12

13

14

15

Client

by the STAM-2 program server. Available to users with the fserver
configuratond aut hority | evel

User accounts (Alt+E) T The function makes it possible to view the list of
program users, add new users, edit and/or remove the existing ones.
Available to users with the fuser accountsoauthority level.

Change password (Alt+P) i The function allows the currently logged in user
to change the code of access to the STAM-2 program. Available to all
users. It is recommended that each new user change his/her password so
that the supervisor may not know the user password.

Mimic boards (Alt+S) T The function makes it possible to define the lighting
mode of LEDs in the mimic boards interfacing with the monitoring station.
Available to users with the fmimicb oar ds o aut hori ty |

to Server communication status. The icons which may appear here have the

following meaning:

gL,

User c

communication OK

communication interrupted

urrently logged in

Data of monitoring station server.

<@

Click on the icon (or press Alt+X) to open the menu with the following commands:
Help 1 opening the "Stam-2 Help" window.
Log out user (Alt+L) i after the current user has logged out, a next one can
log in.
Minimize (Alt+M) T minimizing the main window of the STAM-2 Client
program.
Close (Alt+X) i closing the STAM-2 Client program.

The icons illustrate the devices supported by the monitoring station: telephone / Ethernet
receiver cards, radio stations, modems and GSM modules supported by the STAM-2
program server. They can be designated with numbers from 0 to 15 and symbols Ex1,
Ex2 and Ex3 (the symbols are only used to designate radio stations, modems and GSM
modules). These characters correspond to the address of server supported card or

device

- -

(=~ -

£ -

. The icons have the following meaning:
telephone card is working properly
telephone card is receiving ring signal or is being configured
telephone card has established connection with control panel
telephone card is receiving data
no telephone card, or trouble (to check the trouble details, refer to the fEvent
logowindow)
GSM module is working properly
GSM module is receiving data (SMS or CLIP type message)

no GSM module, or trouble (to check the trouble details, refertothe fEv e n t
window)

Ethernet card is working properly
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- Ethernet card is being configured

R

M2 - no Ethernet card, or trouble (to check the trouble details, refertothe fEv e n t
window)

# | radio station is working properly

@D | no radio station or trouble (for details of the trouble, check the "Event log"
window)

Click on the icon of card / station / module to open a window with information on the

particular device, the port to which it is connected and its current status. In the event of

connected GSM module, the level of signal received by GSM antenna is also displayed.

A grayed out >< icon means that no card / device has been defined for the given
address.

TELEPHONE RECEIVER CARD

A list of 10 recently received calls is displayed in the window. The list includes the date
and time of the call, consecutive number of call on that day and the phone number from
which the call was made. Additionally, the "Off-hook" or "On-hook" button is available,
depending on whether the receiver card is connected or disconnected. Click on the "Off-
hook" button to test the telephone line for correctness, and also to answer the call. Click
on the "On-hook" button to end the connection test or to terminate the connection.

o

Type of card TEL. %, 3.06
Port COM1
State Ik,

2011-06-17 09:07:02 (5): 244
2011-06-17 09:053:03 (1): 642
2011-06-17 09:13:02 (6): 244
2011-06-17 09:13:20 (1): 642
2011-06-17 09:15:04 (5): 244
2011-06-17 09:15:20 (1): 642
2011-06-17 09:26:02 (5): 244
2011-06-17 09:26:41 (1): 290
2011-06-17 09:46:00 (20): 244

Cff-hioik, Close

Fig. 9. Window of telephone receiver card with address O.

ETHERNET RECEIVER CARD

The window will display information on the card 1 its IP, MAC address, data on the event
log and whether the card is configured or not. If the card is currently being configured, it
displays a progress indicator for settings, including configuration, subscribers and MAC,
as well as information about memory, additional card troubles or error during
configuration.
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Ioix

Type of card TCP(IP v, 3.04
Port oML
State (04

IP 192,168,000, 064
MALC 00:1B:9C:00:2F: 40
Event memory 0O

Configured card

Fig. 10. Window of Ethernet card, address 12.

16 Current date and time.

7.3 SERVER CONFIGURATION

The first operation to be carried out after starting the monitoring station program for the first
time and logging in, is configuration of the server. In order to configure the server, you must,
first of all, define the devices that are to be supported by the monitoring station program. The
fCardso ti@bnfnguhati ono window is provided

GSM modules
SMS/CLIP

GSM-4 GSM LT-2 GSM LT-1
STAM-2 SERVER
[P XXX XXX. XXX . XXX] 1 ]

|I

Ethernet receivers
TCP/IP and GPRS

STAM-1 PE STAM-1 RE
[1P: yyy.yyy.yyy.yyyl [IP: 222222222 222]

Telephone receivers Mimic Boards

STAM-1 P STAM-1 R STAM-1 K CA-64 PTSA

Fig.11. Devices supported by the STAM-2 Server (example).

f

or
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7.3.1 NCARDSOTAB

Address T the address set in the card or assigned by default to another device (GSM
module, VISONIC RC-4000, VIRGO, MESSER radio stations or modem). It is
recommended that you only check boxes next to the addresses which are set in the
connected cards, or to which other devices are to be assigned.

Port 1 the serial COM port of the computer to which the device supported by the monitoring
station program is connected. Editing is possible when the adjacent Addr e s s 0
checked.

Device i the type of device connected to the computer COM port (STAM-1 card, GSM
module, VISONIC RC-4000, VIRGO or MESSER radio stations, modem). Editing is
possible when the adjacentiAddr ess o box is checked.

Buzzer 1 if this option is enabled and an event is received by the card, the card buzzer will
generate an additional audible signal, irrespective of the sounds generated by the
computer. The option only refers to the STAM-1 cards. Available after adding cards
(automatically or manually).

Attempts T enter in this field the number of failed monitoring attempts which, if occur within

the time period defined inthe iri me o fi el d, wi | | fFadesl mbnitoring n
attempto event. I f the | ast moni tor iFrsgstemat t e

and the control panel identifier has been sent, it will be shown at the event. If the preset
number of failed monitoring attempts does not occur within the defined period of time, the
time counter will be reset, and after another unsuccessful attempt, the time will be counted
anew. Values from 0 to 255 minutes can be entered inthe iTi meo f i el d.
disable control of the unsuccessful attempts to connect to the monitoring station. The
option refers to the STAM-1 P, STAM-1 R and STAM-1 K cards. Editing is possible after
cards have been added (automatically or manually).

=

I InFormationl Actionsl Optionsl Settingsl

Address Fort: Device Buzzer  Attempts Time Trouble Filter  Ring Information

o
1
e
3
4
s
e
rz
&
Ca
10
11
1z
13
14
s
[~ Ext
[~ Exz
I~ Ex3

_|

Configuration

Configuration

Configuration

Configuration

Configuration

Configuration

Configuration

Configuration

Configuration

Configuration

Configuration

Configuration

Configuration

Configuration

Configuration

Configuration

Configuration

Configuration

IO I R K R X X
IR R R N R R 1 | N | R
Tt 0 O 0 i

olo]jl o]l ool ol ool ojlojlo)ljojlo)ljlolo)]lolo)l o] O

Configuration

Search | Apply | Close |

r

Fig.12.iCar d s 0 iCtoanf iigrur ati ono wi ndow, before

Ent
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Time 1 enter in this field the maximum time interval counted from the unsuccessful attempt of
the control panel to establish connection with the monitoring station (a ring was received,
but no event was received). If more failed connection attempts occur during this time and
reach the number defined inthe /At t e mp t s offdilad enbndoying ithtee mp t 0
be registered. If the last monitoring attempt was made by means of the DTMF system and
the control panel identifier has been sent, it will be shown at the event. If the preset
number of failed monitoring attempts does not occur within the defined period of time, the
time counter will be reset. After another unsuccessful attempt, the time will be counted
anew. Values from 0 to 255 minutes can be entered inthe AiTi me o f i el d.
disable control of the unsuccessful attempts to connect to the monitoring station. The
option refers to the STAM-1 P, STAM-1 R and STAM-1 K cards. Editing is possible after
cards have been added (automatically or manually).

Trouble 7 enter in this field the maximum time period in minutes, during which the card may
receive no events. After expiry of this time, the card trouble will be reported. Values from 0

event

Ent e

to 65535 minutes can be enteredintheifr oubl eo fi el d. Entering

events receiving by the card. The option only refers to the STAM-1 cards. Editing is
possible after cards have been added (automatically or manually).

Filter 1 enter in this field the time of filtering the card events in seconds. If several identical

events are received within the defined time period (i.e. events with the same identifier and
code), only the first event will be added to the event log, the other ones being omitted.

0

Values from 0 to 2550 seconds can be entered intheiFFi | t er 0 f i el d. Enter

the event filtering. The option only refers to the STAM-1 cards. Editing is possible after
cards have been added (automatically or manually).

Ring i indicate in this field the number of rings after which the telephone receiver card is to
establish connection with the control panel 1 Off hook. You can enter numbers from 1 to 9.
The option refers to the STAM-1 P, STAM-1 R and STAM-1 K cards. Editing is possible
after cards have been added (automatically or manually).

Information i information on the type of receiver card with the given address (TEL T
telephone, TCP/IP 1 ethernet) or another device assigned to that address (GSM i GSM
module, VISONIC, VIRGO, MESSER i radio stations, MODEM i modem). Additionally,
the firmware version of telephone / Ethernet receiver cards and GSM modules is shown.
The information is displayed when the devices supported by the monitoring station
program have been defined.

Configuration 1 the button available for STAM-1 P, STAM-1 R and STAM-1 K telephone
receiver cards (version 3.00 or higher), the STAM-1 PE and STAM-1 RE Ethernet cards
and the GSM modules. Press it to open a window of extra settings (see: Additional
configuration of STAM-1 P, STAM-1 R and STAM-1 K, Additional configuration of STAM-
1 PE and STAM-1 RE cards and Additional configuration of GSM modules).

Buttons:

Search 1 the button enabling automatic detection of cards connected to the computer serial
COM ports (see: Automatically finding devices).

Apply T the button making it possible to manually add devices supported by the monitoring
station program (see: MANUALLY DEFINING DEVICES). The button becomes active on
selecting the address for which the device is to be defined, or after deselecting the
address to which the device was previously assigned.

Close T button closing the window.
AUTOMATICALLY FINDING DEVICES

The program can by itself find the cards connected to the computer serial COM ports. To do
so, clickonthe iSear cho buiCtaom sion t #@doend fi gulm@t i ono
select one of the available ports which is to be searched.

Wi

ndc
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The program cannot automatically find the GSM modules, VISONIC RC-4000,
A VIRGO, MESSER radio stations and modems.

After the connected cards have been found, they must be appropriately configured.

MANUALLY DEFINING DEVICES

The program allows for manually adding all the supported devices. The GSM modules and
VISONIC RC-4000, VIRGO and MESSER radio stations as well as modems can only be

added manually.

To manually define a device, do as follows:

1. OpenthefConf i gur ati ono fOmirnddsoow,t asdond nt h & .

2. Determine address of the device, checking the appropriate Mddr ess o0 box. S
unassigned address for the GSM modules, VISONIC RC-4000, VIRGO and MESSER

radio stations as well as modems, in which the address is not set.

Select the COM port to which the device is connected.

Select the type of device.

ClickontheMppl yo button.

Definethe B u z z &rrro,ub | &G lared 0 options for all carc
cards, determinethe i i méfot,t e mptRioNn@oa dpar amet the STAM-1Mm c a.
STAM-1 R and STAM-1 K (version 3.00 or higher), the STAM-1 PE and STAM-1 RE

cards and GSM modules, clickonthe@Conf i g. 6 button to configu
for these devices (see: Additional configuration of STAM-1 P, STAM-1 R and STAM-1 K,
Additional configuration of STAM-1PE and STAM-1RE cArRDS and Additional
configuration of GSM modules).

ook w

ADDITIONAL CONFIGURATION OF STAM-1 P, STAM-1 R AND STAM-1 K CARDS

When connecting the version 3.00 and higher of phone cards, you have the possibility of
additional configuration.

In the upper part of the "Configuration" window, you can change the order of handshakes for
phone formats. You can set a different first handshake on each card. This allows you to
adjust the device to the control panel transmission format. Selecting the desired handshake
will highlight the arrows beside. Click on the "up" arrow to move a particular handshake one
position upwards, or click the "down" arrow to move a particular handshake one position
downwards, respectively.

B configuration x|
DTMF &
1400Hz h
7300Hz RF'R
SIA —

L
\-\.
4
FSK BELL 202 ~|
(8] 4 I Zancel |

Fig. 13. Additional configuration window for telephone receiver cards, version 3.00 or higher.
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At the bottom part of the "Configuration" window, you can select the CLIP service format:
FSK BELL 202, FSK V23 or DTMF. This option makes it easy to identify the calling party
number. Before choosing the appropriate format, consult the operator to make sure which is
the mandatory CLIP standard.

ADDITIONAL CONFIGURATION OF STAM-1 PE AND STAM-1 RE CARDS

The parameters available for programming depend on the card version. In case of the card
version 3.01 and higher (simple monitoring and SIA format), the configuration is performed in
two tabs of the "TCP/IP configuration” window. The lower versions of the cards are
configured by filling in only the active fields.

IP: T IP address programmed in the card.
MAC: i MAC card number.

Event memory 7 number of events received by the card, but not sent to the monitoring
station program yet.

Configured card 1 information on configuration status of the Ethernet card.

AETHERNET SETTINGSO TAB

& TCP/IP configuration x|
IP 000, 0o, 0ad, oo
MALC 0:1E:9C:00:2F:41

Event memory 0O

Configured card

IP address CMS
[T DHCP [T DHCP
IP address I 0 o o0 o IP address | 0. 0. 0. 0
Mask. [ o 0. oo
aakeway I o. oa. a. 0
MAC conkral [ MaC | Apply Close |

Fig.14. fEthernet settingsotab in ATCP/IP configurationowindow before defining card
parameters.

IP address

DHCP i withthe DHCPO option enabled, the <card
regarding IP address, subnet mask and gateway from the DHCP server.

IP addressi IP address to be used by the card. This field is available if the function of

Wi

automatic data downloading from server has been disabled (fDHCP O opti on) .

Mask T mask of the subnetwork in which the module is working. This field is available if

the function of automatic data downloading from server has been disabled (D HCP 0

option).
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Gateway i network gateway, i.e. IP address of the network device through which other
network devices communicate with the Internet or other local networks. This field is
available if the function of automatic data downloading from server has been disabled
(MDHCPOioM.p t

DNS

DHCP i with the "DHCP" option enabled, the card will automatically download the DNS
server address data from the DHCP server.

IP address i DNS server address. The field is available if the function of automatic data
downloading from the server has been disabled ("DHCP" option).

AREPORTINGO TAB

Ethernet settings Reporting

Extended mode Simple mode
[~ Enabled
Part I Part I
Station ke I Skation ke I

Fig. 15. fReporti n @win ATCP/IP configurationowindow before defining card parameters.

Extended mode

Parameters defined in this area relate to handling subscribers in extended mode, i.e.
with the communications control.

Port i enter the number of the network port intended for communication in this field.
Values from 1 to 65535 can be entered. The value must be different from that
entered for the other ports. The same port number must be entered in the reporting
settings of the subscriber device.

Station key i in this field, a string of 1 to 12 alphanumeric characters which determine
the key to be used for data encrypting during communication in the extended mode
should be entered. The identical station key must be entered in the reporting settings
of the subscriber device.

Simple mode

Parameters defined in this area relate to handling subscribers in the simple mode, i.e.
without the communication control. This feature requires connection of the Ethernet
cards, version 3.01 and higher.

Enabled i if this checkbox is checked, it will be possible to handle the subscribers in
the simple mode.

Port T this field is available if the "Enabled" box is checked. You must indicate the
number of the network port on which communication will take place. You can enter
values from 1 to 65535. The value must be different from that entered for the other
ports. The same port number must be entered in the reporting settings of the
subscriber device.
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Station key 1 the field is available if the "Enabled" box is checked. You must enter
a sequence of 1 to 12 alphanumeric characters to define the key with which the data
will be coded during communication in the simple mode. The same station key must
be entered in the reporting settings of the subscriber device.

MAC control i when the option is enabled, the card will only receive transmissions from the
devices with defined MAC numbers. This enables the card to be protected from hacking

attempts. You can define the MAC numbers afterthe MACO button i s presse

Buttons:

MAC 1 pressing the button will open a window where you can define MAC numbers for the
devices, from which the card is to receive transmissions. Up to 256 MAC numbers can be

defined. The button is active, ifthe MAC contr ol 6 option is enabl

Apply T the button is active if any changes have been made in the window and enables
saving the introduced changes.

Close i closes the window.

ADDITIONAL CONFIGURATION OF GSM MODULES

G5M configuration x|

Password I
ar | [ 151

(0] 4 | Zancel

Fig. 16. Additional configuration window for GSM module.

Password 1 a password for communication with the GSM module connected to the COM
port. In case of the GSM-4 module, the password must be identical with that programmed
in the moduleas DWNL codeo. | n ¢Talsmodulefentdar h12111G S M

CLIP T a name, on the basis of which the CLIP type messages received from the given GSM
module will be identified (a corresponding event code can be assigned to this name at the
stage of adding / editing subscriber).

[s] T time period defined in seconds, after which the GSM module will acknowledge receiving
the CLIP type message. You can enter values from 0 to 20. Value 00 means the function
is disabled.

Buttons:
OK 1 saves the changes made to the database.
Cancel i closes the window.

7.3.2 AINFORMATIONO TAB
The following information is provided in the tab:

1 IP address of the computer with installed program of the server to which the client program
is connected

9 Number of the TCP/IP port through which communication is effected
1 Number of users logged in

1 Information on the users logged in (first and last name, address, telephone, user status, IP
address of the computer from which they logged on)

9 Duration of the connection to server

e
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Buttons:
Change port i enables changing of the TCP/IP port number (see: Changing TCP/IP port).
OK T closes the window.

Configuration ]
Cards E'THFEFFHEEiEHE' Actionsl Optionsl Settingsl
IP  192.168.2.239 Change part |

Port 3000

Server status

Logged in 1/10

Superyisor 192.168.002.114

K1 | i
Conneckion duration:  3h 55m 495 K |

Fig.17.1 nf or mat if@orof itcgawr dtni ono wi ndow.

CHANGING TCP/IP PORT

In order to change the number of TCP/IP port through which the client-server communication
is effected, do as follows:

1. Openthed nf or mat if@ommOf itgr dthi ono wi ndow.

2. ClickonthelChange porto button.

3. A window will be displayed in which you should enter the new port number. It is possible
to enter values from 1 to 65535.

4. Click your mouseontheppl yo button.

5. If the port is available, a window will be brought where you can accept or cancel the port
change. Before the next login, it will be necessary to change the server port settings in the
login window (see Fig. 7).

I ET T ST x|
Port number I 3000
Apply I Undo |

Fig. 18. Window for changing port number.
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7.3.3 NACTIONSO TAB

Configuration =10l x|
Cardsl Infarmation  Actions I Dptin:nnsl Settingsl
Server
Communication line krauble ICheck cable conneckion
Mo events From card ICheck card connection
Monitoring errars IInF-:urm station technicians
Mo card in the syskem ICheck card configuration
Cther IC:::ntau:t with systern administrator
Client
Ma. Ackion
0 fction 0 |
1|Action 1
2|Ackion 2
3lAckion 3
4|Ackion 4
SlAction 5
&lAction &
7|Ackion 7
SlAction 2
alAckion 9 j
Apply |

Fig.19.Mcti onsiBohhbgunati ondo wi ndow.

The tab allows the user to define suggested actions that should be taken by the program
operator if specified events occur.

SERVER

In this section you can define actions for the selected system troubles. If this type of event is
generated, the texts entered will be displayed in red in the "Actions" section of the event
handling window for all computer stations.

CLIENT

You can define a list of actions that will be displayed in the window of each event that
requires handling. These actions are presented in black (the actions defined individually for
the subscriber are presented in red). The list of actions is local by nature, i.e. it only applies to
the computer workstation (the client program) on which it was created. If the same list of
actions is to be valid on another computer workstation, copy the "actions.txt" file to that
workstation (default access path: C:\Program Files\Sate\STAM-2\Client\src\lang\actions.txt).

Button:
Apply 1 active after any changes are made to the window and allows to save the changes.
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7.3.4 NOPTIONSO TAB

o

Cancel all
2 ‘ A ‘ <>
[~ Todate | |j

Swskern Eime

Time change on STAM-2 server IEI:II 1-06-16 14:14:07 Apply |

Mowe events ko archive

Tao date j [Move Last Archiving of the Day: -

Close server

Close |

Fig.20.MOpti ons@ondabgiumati ono window.

Cancel all

fShould the need arise to delete all events requiring intervention (alarm, trouble, arm status
event), you should choose the button designated with the appropriate icon. Additionally, you
can specify a date by which all occurring events of the given type will be deleted. You can
define the date using the calendar which will be available when you check the "To date" box.

System time

You can set the time on the server. Enter the date and time in the "Time change on STAM-2
server" field and then confirm the change using the "Applyobutton.

Move events to archive

Events can be stored in a dedicated part of the database. To do so, select a specific date in
the calendar in the "To date" field and confirm it by pressing the "Move" button. All the events
that took place by that time will be moved to the archive. They will be accessible when you
select the "Archive" option in the "Filter" window (see: Filter). The archived events will be
displayed in the "Event log" window tab. After the archiving is completed, detailed date and
time will appear to indicate the last time when the events were moved to the archive.

Close server

You can turn off the server from the computer station on which the server configuration was
run. To do so, click on the "Close" button.
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7.3.5 NASETTINGSO TAB

[ Conbowration T=IES

Cardsl InFu:urmatiu:unl .ﬁ.ctiu:unsl Options  Settings I
Event log =
Fonk 16

Default event's numbers 200

Default event's filkering 500

Skakus board

isible: map -

Map <Edit =

Dhjects size Big j
Frnpky objects visible ¥

Language

PErver Enaglish LI
Zlient English j
Okher

Fvents for all v

Sounds with reader ¥

SErver

Arm stakus conkrol ¥

Test transmission conrol ™

STAM IRS service -

GMS <Edit=

Default prefix G5M 48

iver settings <Edit

Backup

Ackive -

Source Folder Z:/Program Files)Satel/STAM-2f

Direct Folder [ fBackup STAM-2|

Scheduler <Edit

Additional data base

Active -

Path

Skarmiiew

Friabled -

The IP address of the database ocalbiost

Port 306

L ogin adrnin

Passwiord adrnin =

Apply |

Fig. 21. Default settings in the "Settings" tab, "Configuration” window, STAM-2 PRO program.
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Event log
You can define the "Event log" appearance.

Font i the font size that will be used in the event list in the "Event log" window. The default
setting is 16.

Default event numbers i the number of events displayed in the "Event log" window. The
default setting is 200.

Default event filtering i the number of events meeting the defined criteria, which are
displayed in the "Filter" tab in the "Event log" window. The default setting is 500.

Status board
The area where you can define the look of the "Status board" window.

Visible map 7 if this checkbox id checked, a map is displayed as background in the "Status
board" window [only STAM-2 PRO].

Map i hover the cursor over the box and click on it with the left mouse button to open the
"Map" window, where you can add a map.

Map x|

Descripkion |

File Name:l _I Save | Delete |

Drescripkion IMap Breyview |

(0] 4 I Cancel

Fig. 22. iMa pwindow.

File name T add the access path to an image file with map in this field. The program
supports JPG and PNG file types.

Description i the field where the map name is to be entered.
Buttons:

J T allows you to indicate the access path to the selected image file.

Save i saves the selected image file to the database. The button is active if the access
path to the image file has been indicated and a description of the map has been
entered.

Delete i deletes the map. The button is active if a map has been loaded.

Preview i allows you to preview a map selected from the list. The button is available if
a map has been loaded.

OK i saves the changes made to the database.
Cancel 1 closes the window.
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Objects size 1 the field allows you to specify the size of icons presenting individual
subscribers in the "Status board" window (the options are: small, medium and big). The
default size is "Big".

Empty objects visible T if this checkbox is selected, the icons presenting undefined
subscribers will be displayed in the "Status board" window. This does not apply when the
window displays a map. The option applies to all undefined subscribers whose
consecutive number is lower than that of the last-defined subscriber. The box is checked
by default.

Language

You can select the language version for the STAM-2 Server and STAM-2 Client program.
The programs may have the same or different language version. After selecting the
language, click on the "Apply" button, close the program (one or both of them, depending on
to which of them the changes have been made) and then restart it, because only then the
change of language version will take effect.

Server i in this field you can select the language version for the STAM-2 Server program.
Client 7 in this field you can select the language version for the STAM-2 Client program.

Other

Events for all i if this box is checked, the handling window will be displayed simultaneously
on all workstations when the monitoring station receives an event requiring intervention.
When one of the operators takes any action related to the event handling, the window will
be closed on the other stations. The box is checked by default.

Sounds with reader i if this box is checked, the events for which the WAV files are placed
in the "Sounds" folder will be signaled by a distinctive sound and reader comments in the
language chosen for the STAM-2 Client program. The box is checked by default.

Server

Arm status control T if this box is checked, the arm status events received by the
monitoring station will require handling. The box is checked by default.

Test transmission control 1 if this box is checked, the test transmission events received by
the monitoring station will require handling. The box is checked by default.

STAM-IRS service i if this box is checked, the power supply unit installed in the STAM-IRS
system is constantly monitored. Thus the information on troubles related to the device
power supply status will be sent to the monitoring station in the form of events.

SMS i if the GSM module is connected to the monitoring station, the monitoring station can
notify subscribers by SMS messages about receiving the alarm code. The SMS message
comprises a description of the event (up to 15 characters), the subscriber's name (up to 23
characters) and the subscriber's address (up to 24 characters). The message may contain
up to 62 characters. Move the cursor onto the "SMS" field and left click on it to open the
"SMS" window, where you can define the parameters of the above described message.

EEET x|

Sending devices address

[ Transfer alarms

Phone nr I

(] 4 I Cancel

Fig. 23. 5 M Swindow.
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Sending devices address i select in this field the address of the connected GSM module
from which you want to send an SMS message notification of receiving the alarm code.

Transfer alarms 7 if this option is selected, the GSM module will be sending SMS

message notifications of receiving the alarm code.

Phone no 1 in this field, enter the number of GSM phone to which an SMS message is to

be delivered to inform that the alarm code is received.
Buttons:
OK i saves the changes made to the database.
Cancel T closes the window.

Default prefix GSM 1 the field where you should enter the country code. The country code

will be added before the cell phone number, to which an SMS message will be sent to

notify that the alarm code is received.

Viver settings i when you hover your cursor over the field and left-click on it, the "Viver

settings" window will open where you can define the parameters of this device.

o ¥iver settings

Ethernet

IP 192.168.2.239

Port 3010

Transfer
Port RS-232 | CoM1 =]
Ctput Format ISurGuard ;I

Receiver Mo, [1-9] |1
Line Mo, [1-99] |2

Test period [1-255] [5] |3III

0]

Cancel

Fig. 24. iViver settingsowindow.

Ethernet 1 information provided in this area relates to:

IP address of the computer where the STAM-2 Server program is installed,
number of the TCP/IP port through which communication takes place.

Button:

Change port i enables changing the TCP/IP port number (see: Changing TCP/IP port).
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Transfer 1 information provided in this area relates to the conversion of events.

Port RS-232 i number of the port through which the events will be sent to another
monitoring station.

Output format i the field displays information about SurGuard format in which data will
be sent to another monitoring station.

Receiver No. [1-9] T enter in this field the number of receiver the data transfer from
which is simulated by the station. Values from 1 to 9 can be entered. By default: 1.

Line No. [1-99] T enter in this field the number of line the data transfer from which is
simulated by the station. Values from 1 to 99 can be entered. If the number is
between 1-9, then the SurGuard MLR2 format is chosen, if the number is between
10-99, then the SurGuard MLR2E format is chosen. By default: 1.

Test period [1-255] [s] i the parameter is used to control communication with the
monitoring station, for which the STAM-2 monitoring station acts as a converter. The
time is defined in seconds. Values from 0 to 255 can be entered. By default: 30 s.

MONITORED SITE

CONTROL PANEL Video alarm verification unit
- VIVER
[IP: bbb.bbb.bbb.bbb]

MONITORING STATION

————— RS-232 port| -----

STAM-1 PE
[IP: cce.cce.cec.cec)

STAM-1 RE
[IP: ddd.ddd.ddd.ddd]

ETHERNET receivers STAM-2 SERVER
TCP/IP [IP: aaa.aaa.aaa.aaa]

Fig. 25. Configuration of the server and VIVER module.




SATEL STAM-2 31

Buttons:
OK i saves the changes made to the database.
Cancel T closes the window.

Backup

The area to define parameters for automatically making backup copy of the database. In
case of a primary disk trouble or loss of the database itself, the backup copy will be the
source to restore it. At the time of making the backup copy, a window is displayed to inform
you about it.

Active T check this box to activate creating a backup copy of the database.

Source folder i enter in this field the access path to the directory where you want the
STAM-2 database to be saved. By default: C:/Program Files/Satel/STAM-2.

Direct folder i enter in this field the access path to the directory where the database backup
copy is to be saved. It is recommended to create this directory on a different drive than the
one on which the STAM-2 database is placed. By default: D:/Backup STAM-2.

Scheduler T hover the cursor onto the field and left-click on it with your mouse to open the
"Scheduler" window where you can define a schedule for making the database backup
copy.

(% Scheduler x|

[~ Monday W [~ Friday W
[ Tuesday W [T | Saturday W
[T Wedhesday W [T Sunday W
[ Thursday W

Last backup 2011-06-16 12:00:36
MNext backop  2011-06-17 12:00:00

I I Cancel

Fig.26. Schedul er.0 window

Everyday i after you check this box and enter the time in the field next to it, the database
backup copy will be created automatically every day at the selected time. When you
check this box, the other fields in the window will become inactive.

Weekdays i when you select specific days and enter the time in the field on the right, the
database backup copy will be created automatically on selected days of the week at
a predetermined time.

Last backup 7 date and time of making the last database backup copy.
Next backup 1 date and time of making the next database backup copy.
Buttons:

OK 1 saves the changes made to the database.

Cancel 1 closes the window.

Additional database [only for STAM-VIEW users]

The area where you can define parameters for the auxiliary database. All operations and
events occurring in the monitoring station, receivers connected to it and sites monitored by it
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will be saved into the auxiliary database. The auxiliary database is parallel to the database
backup copy. In case of failure, it allows you to restore the database and recover the data
that have not been saved in the backup.

Active T check the box to activate creating the auxiliary database.

Path 1 enter in this field the access path to the directory where you want the auxiliary
database to be saved. It is recommended to create this directory on a different drive than
the one on which the database STAM-2 is placed.

Note: The files of database backup copy and auxiliary database should also be copied to
another data storage device. This can be done e.g. with the free Cobian Backup
program. This program allows you to create backups of data both locally and via the
network (e.g., FTP or shared folders). Thus, in the event of any failure of the operating
system or the computer itself, the backup copy will guarantee the recovery of data.

STAM-VIEW [only for STAM-VIEW users]

With this option enabled, it is possible to view the events coming from the site, using the web

browser: Mozilla Firefox, Google Chrome and Internet Explorer (version 8.0 or higher). The

program uses an external database, which is the continuously synchronized STAM-2

auxiliary base. The user (site owner, installer) logs, based on the name and password

(assigned by the company monitoring the site) and the characters from the image. If inactive,

the connection is closed after 10 minutes.

Enabled 1 if this box is checked, the connection between STAM-2 Server and STAM-VIEW
programs will be active.

The IP address of the database i enter in this field the IP address of the computer on which
the STAM-VIEW database will be located. The default setting is "Localhost".

Port i enter in this field the port number through which communication with the database will
be effected. The default setting is 3306.

Login i enter in this field the login name to be used by the STAM-2 Server to get access to
the STAM-VIEW database. The default setting is "admin®.

Password 1 enter in this field the password to be used by the STAM-2 Server to get access
to the STAM-VIEW database. The default setting is "admin".

Button:
Apply i saves the changes made to the database.

7.4 USER ACCOUNTS

The window is available to users withthefu s er account so authority | e\
When the monitoring station program is started with its factory settings (first time run), there
is one registered user with the name s at el 0, a n assworlifsnagt etlhoe, pwh o h

fSupervisoro status and nearly all available authorities. You cannot remove this user, or
change his status, or cancelhisfuser accountso authority.

@ After the first run, the factory user password isat el 0 shoul d the r er
another one.

Useri User 6s name. Filling this field is necessar
| ast name (surname) be entered. The wusero0s ne
server program. It is saved in the event log at all events handled by this user. It will be also
included in the created reports.

Addressi User 6s residence address. Filling this fi
fill it so that the wuser can be contaceted,
event log at all events handled by this user.
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_Ioix)

Iser Address Telephone Skatus

SUpervisor

Iser Isatel Save I
Address Isatel Delete |
Telephone I- Skatus &l
Password I******** ISupervisnr j
R higks
Event log Subscribers Cther
[ wiewing v adding [ prinking documentation
[+ handiing [v editing [+ printing repaorts
v simple v editing skips ¥ server configurakion
[+ clearing troubles [+ editing time areas [v user accounts
v clearing alarms [ deleting v rmiric boards

Fig.27.iJser accountso window at the first ti me

Telephone i Number of the user's home or mobile phone. Filling this field is not necessary. It

is recommended to fil | it so that the wuser can be
telephone number is saved in the event log at all events handled by this user.
Passwordi User 6s password. Filling this field is

into the server program. It must have at least 4 characters. The program is case-sensitive.
After the first login, the user should change the password assigned to him by the person
who added him to the user list (see: Changing password).

Status T A status must be granted to each user. By default, a particular authority level is
assigned to each status. One of the 3 following statuses can be chosen: Oper at or
Anst alfeper wirsidper aTbeo is only grafEtvedtt He

category. Tbei sl gsvahl al | the MBubboribersoiod
and, additionally, is authorized to view event log, print reports and documentation. The
fSupervisoro is granted al/l the authorities,

authorities possessed by the user with a particular status can be freely changed, which
practically means that the status is primarily a template, useful when creating and editing
users. During the use of the monitoring station program, the status will decide which of the
notes sent (see: Notes) will be received by the particular user.

Authorities 7 The authorities determine the scope of access to the monitoring station
program. They are subdivided into three main categories: event log, subscribers and other.

1 Eventlog
- viewing i1 the user can only view the history of events (he cannot handle the events,
unless he has been grantedthethand!|l i ngo authority | evel)
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handling i the user can only handle events (he cannot view the events log, unless he
but

has been granted theivi ewi ngo aut hority | evel,
means ofthef St at us boardo wi ndow) .

simple handling i the user withthethandl i ngo authority

evel

easy way, i.e. the event will be considered as already handled immediately after the

user clicksontheiHandl ed button.

clearing troubles T the user can clear unhandled troubles in the iS5t at us

window, by clicking twice on the subscriber and opening the detailed information
window (when cleared, the troubles will be considered as already handled and inactive).

clearing alarms i the user can clear unhandled alarms inthe St at us

boar do

by clicking twice on the subscriber and opening the detailed information window (when

cleared, the alarms will be considered as already handled).

Subscribers

adding 17 the user can add new subscribers and restore deleted ones. Unless he has
been granted the /e di t i ngo authority, the wuser

added subscriber after closingthe iSu b s c r inthoa.r 6 wi
editing 7 the user can edit the existing subscribers.

editing skips i the userwithaddi nédidn ngo aut hor.i
skipping the incoming events.

t i

wi |

(S

editing time areas 1 theuserwithia ddi nf@gai ¢ i ngo aut hedheiflime e s

areaso for the subscriber.
deleting 1 the user can delete subscribers.

Other
printing documentation 1 the user can print documentation regarding the monitoring

station in PDF format.

printing reports i the user can print subscriber reports, reports on activity of selected
program users, as well as event log and system performance statistics in PDF format.

server configuration 1 the user can configure the server.
user accounts i the user can add, edit and remove other users.
mimic boards T the user can define the lighting mode of mimic board LEDs.

7.4.1 ADDING NEW USER
In order to add a new user, do the following:

1.

5.
6.

Openthe AJs er accountso window. An empty
users, will be highlighted as the active field.

Enter the user name.

tem

Enter additional information on the user (address, telephone), so that he can be

contacted, if necessary.

Enter the user password.

Select the user status.
ClickonthefSaveo button.

7.4.2 EDITING USER
In order to change the user settings, do as follows:
1. Openthe s er accountso window. An empty

users, will be highlighted as the active field.

2. Click on the user whose data you want to edit.

tem

he

c

C

boar

W

an

C c
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3. Make changes to the user settings.
4. ClickonthefSaveo button.

Note: If the user whose data have been edited is logged in, any changes regarding his
name, password or authorities will take effect after logging out of the user.

7.4.3 DELETING USER
In order to delete the user, do as follows:

1. Openthe AJs er account s o0 witemdnothve.list, Atendes rop adging new
users, will be highlighted as the active field.

2. Click on the user you want to delete.
3. ClickonthefDel et ed button.

4. In the window that will appear, confirm the intention to delete the user by clicking on the
fiY e shatton.

Note: If the user being deleted is logged in, he will be able to operate the monitoring station
program until he logs out.

7.5 CHANGING PASSWORD

The function is available to all users. It is recommended that each user, after the first login,
change the password assigned to him by the person who added him to the user list. In order
to change the password, do as follows:

1. OpentheflChange passwordo window.

Password change x|

2ld passwiord I

Mew password I

Zonfirm password I

Apply I Cancel

Fig. 28. Password change window.

Enter the previous passwordinthe @I d passwordo field.
Enter the new passwordinthe™New passwordo field.
Re-enter the new passwordinthe Conf i rm passwor do.
ClickontheMppl yo button.

arwDd

7.6 MIMIC BOARDS

The window enables configuration of the mimic boards connected to the monitoring station.

Number of boards (0-63) i enter in this field the number of mimic boards connected to the
monitoring station. Up to 63 mimic boards can be connected (each board illustrates the
status of 64 subscribers). Entering O will disable support of the mimic boards. Do not enter
the greater number of boards than in reality. When you enter a smaller number of boards
than in reality, only the indicated number of boards will be supported. Factory default: O.
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Mumber of boards (0-63) ||;|
1
Frequency x0.5s (1-255) |4 o

[T Indicate received event

Template For LED no. 1

Armed
Partially armed
Disarmed

Fully armed - incorrect arm status

Partially armed - incorrect arm status

Disarmed and should be armed

Template for LED no, 2

Alarm
Trouble

Alarm, Trouble

Template for LEDs no, 1 and no, 2

Subscriber not in database

Subscriber inactive

Fig. 29. Mi mi c

b o a r-tihe cun af the prograns t

Frequency x0.5s (1-255) i define in this field with what speed the LED lighting templates are
to move. The entered value is multiplied by 0.5 seconds. You can enter values from 1 to
255 seconds. Factory default: 4.

Indicate received event i check this box if the mimic boards are to signal receiving events
from the subscriber. Receiving an event will be signaled by the alternate blinking of the
subscriber assigned LEDs for 2 seconds. After elapse of this time, the LEDs will indicate
the subscriber's status again.

1 7 check this box to see how the template will be displayed on one LED. The LED is
represented in graphical form.

2 1 check this box to see how the template(s) will be displayed on two LEDs. The LEDs are
represented in graphical form.

Template for LED 11 LED 1 lighting template for the following statuses:

Armed

Partially armed
Disarmed

Armed - wrong status

Partially armed - wrong status
Disarmed - wrong status

Template for LED 21 LED 2 lighting template for the following statuses:

Alarm
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- Trouble
- Alarm, Trouble
Template for LEDs 1 and 27 LEDs lighting template for the following statuses:
- Subscriber not in database
- Subscriber inactive

Click on the selected template to display it on the LED/LEDs in the upper right-hand corner of
the window.

Each template is represented in graphical form on 8 fields. The LED is ON, when the field is
selected. To select / deselect the required field, click on it with our mouse pointer.

Buttons:
Apply i saves introduced changes to the database and restarts mimic board LEDs.
Close i closes the window.

7.7 SUBSCRIBERS

The window is available to the users who possess the Subscri ber sdo cat egc
(Mmddifegot i Mgbedi ngo) .

The window displays a subscriber list. Depending on the granted authority level, the user can

add, edit or delete the subscribers. When editing subscribers, the program remembers the

last item from the list as well as the size and width of the displayed window.

No. 1 subscriber's consecutive number. The number is assigned to the subscriber
automatically when he is being added, but it may be changed by the user. In the Status
boardo window, the subscribers are sorted by

Name 1 subscriber's first and last name.

Buttons:

New 1 active i f the userddhagothaetkiority. Actibere. Wfs  a «

a subscriber data template has been created, you can press the button to create a new
subscriber, for which the data from the template will be entered by default (see: description
of the "Save as template” button).

Delete 1 active ifthe userhasthefd el et i ngo authority. All ows de

Edit 7 active if the user has the fe d i t i n g 0 and afterithe ffirst tsybscriber is added.
Allows editing the existing subscribers' data and settings.

Restore 1 displayed after deleted subscribers are found (see: fF i n d § if theauber has the
faddi ngd authority. Allows restoring the del e

Filter T opens the "Event log" window with a tab which will display events related to the given
subscriber selected in the upper portion of the "Subscribers” window.

Details 1 opens the "Detailed information" window (see: Detailed information)
with information related to the given subscriber.

Plans i opens the "Site plans” window. The window displays a list of plans defined for the
specific subscriber. Click on the required plan and press the "Preview" button to familiarize
with the plan of monitored site.

Export T used to export subscribers. Highlight the selected subscribers in the list (holding
down the Ctrl key and left clicking your mouse) and click on the button. The "Save" window
will open, where you can select the location and file name to which the subscribers will be
exported.

Import T opens the "Open" window, where you can select the location and file name from
which the subscribers will be imported. Only the subscribers with currently non-existent
identifiers will be imported.

Cancel i closes the subscribers list window.
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e

Mo, I Marne £ I

Information I Find | Report |

e
Mo, o1 Prioriky: I Ackive subscriber Delete
Subscriber I Edit
Address I
Telephone I Filter
Installer I Details
Elans
Expork
Impoark
Zancel

Fig.30.iSubscri ber soil wi odmat wo ttine nuraobthepmogradmi r s t

7.7.1 RAINFORMATIONO TAB

ID 7 identification number assigned automatically to each new subscriber. This number is
unique and will never be assigned again, even if the subscriber is removed.

No. i subscriber's consecutive number. The number is assigned to the subscriber
automatically when he is being added, but it may be changed by the user. In the fStatus
boardo window, the subscrecuivenunbessr e sorted by

Priority T subscriber's priority. Subscriber's priority is only meaningful when the user wants
to handle unhandled events (alarms, troubles or arm status events). The events will then
be displayed according to the subscriber's priority. Priority values range from 0O to 9. High-
priority events take precedence. If some subscribers have the same priority, precedence
will be given to the subscriber's high-priority events which were received first, i.e. remained
unhandled for the longest period of time.

Active / Inactive subscriber T information on whether the subscriber is currently active or
inactive. If the subscriber is inactive, events received from him require no reaction of the
monitoring station operating personnel. These events are automatically saved in the event
log as handled. For the inactive subscriber, neither test transmissions, nor consistence of
arming/disarming with time areas are checked. TheiSt at us boar do di spl ay:
on the inactive subscriber's status.

Subscriber 1 subscriber's first and last name (or company name).

Address i subscriber's address.

Telephone i subscriber's telephone number.
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Installer i data of the company or person who installed the alarm security system at the
subscriber's premises, or is currently responsible for maintenance and operability of the
system.

Displayed belowthed nst al |l er 6 field is additionf@énemdlod
tab). The adjacent field shows a list of identifiers defined for the subscriber (see: fidentifierso
tab).

7.7.2 NFINDO TAB

Information  Find IRepl:url:l

Text I

Where Iin Nares ;I
[+ Active [v Inactive
[+ With identifiers [v Without identifiers
[T Deleted

Search

il

Clear

Fig.31.fFi ndo t aubpart befso wi-tmdowdftheopogramhe f i r

ThefFi ndo tab makes it possible to find any sub

Text 1 the field where the character string you are searching for should be entered. The field
can be left empty: if this is the case, the search will only be based on the other search
criteria defined.

Where T the place where to search for the character string entered intothe it e x t 0 f i el
can select the following places:

- in names

- in addresses

- ininstallers

- in information

- anywhere

- in telephone numbers (the program will search all telephone and GSM related fields).

Active T check this box if the subscriber you search for is active. By default, this checkbox is
checked.

Inactive i check this box if the subscriber you search for is inactive.

Note: If the MPAc t i v efd n & o hoxeseate checked at the same time, the search will
include both categories of subscribers, similarly as when none of the boxes is
checked.
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With identifiers T check this box if an identifier has been assigned to the subscriber
searched for. By default, this checkbox is checked. See alsoA dent.i fi er so

Without identifiers 7 check this box if no identifier has been assigned to the subscriber
searched for.

Note: Ifthe AWi t h i d e n tAWifti rea isto idueed drel checked as the same time,
the search will include both categories of subscribers, similarly as when none of the
boxes is checked.

Identifiers 1 this field is available when the Wit h i d e rbaxihési been shecked. It
enables a subscriber to be found on the basis of identifier(s). Ifthe Wi t h 1 d doxisi f i er
checked andthed dent i fi erso remains bl ank, the sear
possess identifiers.

Deleted i check this checkbox if the subscriber you are searching has been deleted.
Checking the box will block access to the boxes: PAct i fr @ & ¢ tiWivteld , i deamdt i f i e
Wit hout i1 dentifierso.

Buttons:

Search i starts searching the database. The list of subscribers who meet the defined criteria
will be displayed in place of the list of all subscribers.

Clear i restores default settings oftheiSear ch o tab and brings up the

7.7.3 "REPORT" TAB

The "Report" tab provides information about subscribers: consecutive number, name,
address, identifiers, and GSM phone numbers. The data can be sorted by column name, as
may be required. Additionally, you can move the whole columns, changing their position in
relation to each other. To do so, click on the column name and holding down the left mouse
button drag the column to the desired location.

Button:
Update i updates the report with the changes recently made to all subscribers' data.

Information I Find PReport |
Mo, harme Address Idertifisr 350 belephone nurmber
22 EMIC 53 Black Street 112F ﬂ
22 EMIC 53 Black Street 1132
22 EMIC 53 Black Street 1134
22 EMIC 53 Black Street 1135
22 EMIC 53 Black Street 1136
23 WSD Sea Skreet 89 1138
23 WSD Sea Skreet 89 1139 395395395
23 WSD Sea Skreet 89 1134
24 TEH Blue Street 12 115F
24 TEH Blue Street 12 1141
24 TEH Blue Street 12 1142
24 TEH Blue Street 12 1143
25 Gregory House  |Long Island 36 1145
25 Gregory House  |Long Island 36 1145
25 Gregory House  |Long Island 36 1147
25 Gregory House  |Long Island 36 1148
25 Gregory House  |Long Island 36 1149
26 John Updike 85 Sun Street 1144
PE 1nhbm | Indike AL Shim Skeask 114F j
|pdate |

Fig. 32. A report example in "Report" tab (part of "Subscribers" window).
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7.7.4 SUBSCRIBER

The window allows you to enter the subscriber's data. It will open on pressing the MNewo o r
fEdi t 0 butiobhscinbéeheo window.

Before entering the data, onlytheiGe ner al 0 t ab il anwsxd demd eéf i €he
will only be available after the data are entered into the iSu b s cr MAderrde,s s 0 a
ffel ephoneo fields and then saved, which amour
skipping settings (on right-hand side of the window) are only available when the user has the
fediting skipso authority.

AGENERALO TAB

ID i identification number assigned automatically to each new subscriber. The number is
unique and will never be assigned again, even after the subscriber is removed.

No. i subscriber's consecutive number. The number is assigned to the subscriber
automatically when he is being added, but it may be changed by the user. To do so,
double-click on the "No." field. When the field text is highlighted, you can change the
assigned number. In the iS5t at us b o a r tded subscriberd ares sorted by their
consecutive numbers.

Priority T subscriber's priority. Subscriber's priority is only meaningful when the user wants
to handle unhandled events (alarms, troubles or arm status events). The events will then
be displayed according to the subscriber's priority. Priority values range from 0 to 9. High-
priority events take precedence. If some subscribers have the same priority, precedence
will be given to the subscriber's high-priority events which were received first, i.e. remained
unhandled for the longest period of time. By default, the subscriber's priority is set to 1.

Active T the box must be checked if the subscriber is to be active. By default, the box is
checked. If the subscriber is inactive, events received from him require no reaction of the
monitoring station operating personnel. These events are automatically saved in the event
log as handled. For the inactive subscriber, neither test transmissions, nor consistence of
arming/disarming with time areas are checked. TheiSt at us boar do di spl a:
on the inactive subscriber's status.

Subscriber i enter the subscriber's first and last name or company name in this field. The
field must be filled in.

Address i enter subscriber's address here. The field must be filled in.
Telephone i enter the subscriber's telephone number in this field. The field must be filled in.

Installer 7 enter in this field the data of the company or person who installed the alarm
security system at the subscriber's premises, or is currently responsible for maintenance
and operability of the system.

Additional information i here you can enter additional information on the subscriber, for
example, the telephone numbers to which the GSM module will be able to send an SMS
message notifying you of the event (see: Tabs in the event handling window section). It is
recommended that the data be entered in the following way: first the name of the phone
owner, and then the phone number (e.g. John Smith 585656565).

Skipping T options available to userswithfedi t i ng ski psodo authority.
how to handle the alarm / trouble event codes coming from the subscriber.

Skip nothing 7 no alarm event will be omitted. Each of them will bring up the alarm
window.

Skip identical code i having received an alarm event, the monitoring station will skip
alarm events with the same identifier and code over the time period defined in the
iSki pping timeodo field. These events wildl b
handled. The event details will include information that the code was skipped.
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A" subscriber: o [m] 5|
General | | |
Skipping
ID I 000aoo00 Priarity ID - l
{+ Skip nokhing
I i v
He: RELE v " Skip identical code

" Skip codes in partition
[~ Skip troubles

Subscriber

Address Skipping time [1-30 min]

|
|

Telephone | ID
|

Installer
[~ Simple handling

Additional information

Save as template | Save

Fig.33.ubscribero window before entering

Skip codes in partition T having received an alarm event, the monitoring station will skip
alarm events with the same identifier from the same partition over the time period
defined inthe Ski pping timeo field. These events w
event log as handled. The event details will include information that the code was
skipped. This option can be useful if the subscriber has a few detectors in the room, and
alarms from them mean practically one alarm.

Skip troubles 1 having received a trouble code, the monitoring station will skip trouble
events with the same identifier and code over the time period defined in the iSkipping
t i meld. THey will be automatically saved in the event log as handled. The event
details will include information that the code was skipped.

Skipping time [1-30 min] i the time counted from the moment of receiving the alarm or
trouble event code. Taken into account, if you have enabled one of the following
options:iSki p i dent@kiad occoodest, i kpprtroubhesor Va
to 30 minutes can be entered. Factory default: 1.

Simple handling 1 if this box is checked, events received from the subscriber will be
considered as handled immediately after the user clicks onthe Hand | e o0 inttheat t on
event handling window.

Buttons:

Save as template i saves the subscriber related information as a default template for the
new subscriber's data.

Save i saves data entered into the database.

APLANSO TAB
Any number of plans can be assigned to each subscriber.
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_loix

General  Plans I IdentiFiersl

Descripkion |

FiIeName:l _| Save | DEleke |

Descripion I Erewyigw |

Fig.34./P| ansousélscirmber o window, before

File Name i enter in this field the access path to the graphic file with the plan. You can

indicate the access path by clicking on the _I button. The program supports the following
file types: JPG and PNG.

Description i the field where you should enter description of the plan.
Buttons:

_I T enables the access path to the graphic file to be indicated.

Save i saves the selected graphic file into the database, provided that description will be
added. The button is active, if the access path to the graphic file has been indicated.

Delete 1 deletes the selected plan. Click your mouse in the list (column on the left-hand side

ad

of the window with plan descriptions) on the plan to be deleted, and thenonthe fDe | et e 0

button.

Zones 1 displays a list of zones in the site assigned to an identifier in Contact ID format. The
list includes identifier, partition number as well as the zone number and description. The
button is available after a plan has been loaded [only STAM-2 PRO].

Preview i allows preview of the plan selected from the list. The button is available after
several plans have been loaded.

In the STAM-2 PRO program, you can place zones (detectors) on the plan. In order to
arrange the detectors, follow these steps:

1. Select the given plan from the column on the left-hand side of the window.

2. Click on the "Zones" button. A list of zones assigned to the given subscriber will be
displayed.
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3. Double click on each zone name in the list. In the upper left corner of the plan,
a pictogram appears in the shape of a small gray circle which symbolizes the given zone.

4. Put it on the plan in the place where the detector is.
5. Arrange the other detectors in a similar way.

You can check where the given detector has been placed. After selecting one of the zones in
the open list, the relevant pictogram on the plan will be highlighted in green. The plan also
serves informational purposes. When the monitoring station receives the alarm code from
a given zone, the corresponding pictogram will be highlighted in red.

AIDENTIFIERSO TAB

The tab contains a list of identifiers defined for the subscriber. It allows for adding new
identifiers, as well as editing and deleting the existing ones.

Typei the subscriber-assigned identifier can be of the following type:
Normal T identifier for transmission in formats other than Contact ID and SIA.
Contact ID T identifier for transmission in the Contact ID format.
SIA T identifier for transmission in the SIA format.

Reservation i identifier is only reserved for the subscriber. Defining any codes or settings
for it is impossible.

Identifier i each subscriber can be assigned any number of identifiers. The identifier has
hexadecimal format (digits and letters from A to F). It cannot, however, include the digit O
inside. See also: Adding identifiers and Editing identifiers.

A A change of the identifier type is saved automatically.
A change of the identifier type will delete all the identifier settings.

i

Generall Plans Identifiers I

o | Toe | DEFinitiDnSI Partitionsl GSMl Test transmissionsl Ethernetl Yideo veriFicationI Guardxl

Twpe

INu:urmaI ;I

Identifier

Jonoono

Extended kiss-off

-
Save |
Tvpe - I Save | Zlear |
Dslets | Partition a0 [ oo
L Repeak | Delete |
add | Description
Templates |
Copy Fram ., |

Fig.35.1 denti fierso tab before addi

ng

(
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Extended kiss-off 1 the option applies to the transmission of Contact ID codes via telephone
lines. Some control panels require the extended kiss-off signal upon reception of the code.
By default, to speed up communication, short kiss-off signal is used in the STAM-1
telephone receiver cards. The option is available after selectingthe Cont act | Do i
type.

Buttons:

Save 1 active after manual change of the identifier or activation of the fExtended kiss-o f f 0
option. Saves the entered data into the database.

Delete 7 deletes the selected identifier. Deleting the identifier will also delete all settings
referring to this identifier that were entered in all active tabs.

Add i enables adding new identifiers (see: Adding identifiers).

Copy f riocallo@s you to easily add data related to the identifier settings by copying
them from the list of available database identifiers. You can copy all data from the selected
identifier or only selected ones.

ADDING IDENTIFIERS
In order to add a new identifier, do as follows:
1. ClickontheMAddo butt on.

&' Identifier reservation x|
How mary identifiers do you want to reserve: I_ "I

Stark search From: IIIIIZII 111
I I Zancel |

Fig. 36. Reservation of identifiers.

2. A window will be displayed in which you must select the number of new identifiers
you want to add. It is possible to add from 1 to 10 new identifiers.

3. Enter, from what value is the identifier to be searched for.

4. Pressthe KO butt on. The program wil |l aut omat i
the identifiers which can be assigned to the subscriber.

EDITING IDENTIFIERS
To edit the existing identifier, do as follows:

1. Click your mouse on the identifier you want to edit (the column with identifier list on

the left-hand side of the window). It will be displayed inthefide nt i f i er o fi el
2. Enterthe newvalueinthed denti fi ero field.
3.Clickonthef Saveodo button. The program wil | chec

identifier. If it is, the changed identifier will be saved. It will retain all the settings
entered for the previous identifier in the active tabs.

ADEFINITIONSO TAB FOR ACONTACT | DTYPE OF IDENTIFIERS

The tab is available after adding the identifier and selecting the fCont act | Do
enables defining additional detailed descriptions for the events received in this format.
Defining additional descriptions is not necessary, but it makes operation easier.

Type 1 select in this field the type of description:
- Zone 1 the description will refer to the zone of the subscriber's security system. It

will overwrite the standard zone name in all events coming from the partition defined
inthefPartitiono field and referring to this
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the Partitiono field, the name wil|l appear
irrespective of from what partition they may come from.

- User 1 the description will refer to the user of the subscriber's security system. It will
overwrite the standard user name in all events received from the partition defined in
thefPar ti ti ono ihgtethigdusea if do part@gidnaeumber is entered in the
fPartitiono field, t he name wil |l appear i
irrespective of from what partition they may come from.

- Expander i the description will refer to the expander of the subscriber's security
system. It will overwrite the standard user name in all events coming from the
partition defined inthePar t i ti ono field and referring
number is entered inthe iPar t i ti ono f i el d, in alleeentsnwhiohe wi |
refer to this expander, irrespective of from what partition they may come from.

Partition 1 enter the partition number in this field. Information entered in the
Mescriptiono field wildl appear at/ used /l eV e
expander and coming from this partition. If the partition number is not entered, this
description will appear at all events which refer to the given zone / user / expander.

Zone / User / Expander (the name dependent on the selected description type) i enter
in this field the number of zone / user / expander to which the information entered in
thebescriptiono field wild/l be assigned.

Description i enter in this field the name of zone / user / expander (depending on the
selected description type). It will appear in events referring to the given zone / user /
expander.

DEFinitiDnSI F‘artitiunsl GSMI Test transmissil:unsl Ethernetl Yideo veriFi-:atil:unl Guardxl Monstandard l:l:n:lesl
Patkition Twpe Mumber Descripkion
Type ;I Save | iZlear |
Prartition oo oo
o Repeat | Delete |
Description
Dload |

Fig.37.Def i ni ti onsodo t alkCofnotracitd el o bf6i pearisb eoyp ewi nd o v

defining descriptions.
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Buttons:
Save i saves the entered descriptions into the database.
Clear i deletes all descriptions defined for the identifier.

Repeat 1 enables easy addition of a new description with parameters similar to the
existing one. For this purpose, click on the description you want to copy, and then on
the iR e p e a t od. Having dntered changes in the selected fields (a change of the
zone / user / expander number or partition number is necessary), press the lSa v e 0
button.

Delete i deletes the selected description.

Dload 7 enables downloading of descriptions exported by means of the Dload64 or
DloadX program.

ADEFINITIONSO TAB FOR AINORMALO TYPE OF IDENTIFIERS

DEFiHitiDHSl F'artitiu:unsl GSI"-'1| Test transmissinnsl Ethernetl Yiden verificatinnl Guardxl
Code Decode Type Partitian Drescripkion
Type | Decode oo Save | Clear |
Partition 0o Code oo
o Repeat | Delete |
Description
Templates |

Fig.38.Mef i ni ti oMesromadlad tfyype i @Seurbtsicfrii dores o( pva rntd o
codes are defined.

The tab is available after adding the identifier and selectingthe ™Nor mal 0 t ype.
the defining of event codes.

Type i enter in this field the type of edited code:

- Alarm i the code informs of an alarm at the subscriber's site. It requires intervention
of the monitoring station operating personnel (after receiving the code, the alarm
handling window will be brought up).

- Arming i the code informs of armed status activation. It requires no intervention of the
monitoring station operating personnel, but allows to verify whether the arming occurred
within the time interval defined forthe it i me ar e @Psadr t(istedeoons o t ab

- Disarming 1T the code informs of armed status deactivation. It requires no
intervention of the monitoring station operating personnel, but allows to verify
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whether the arming occurred within the time interval defined for the AT i me ar eas
(see:fPartitihonso tab

- Trouble 7 the code informs of a trouble at the subscriber's site. It requires
intervention of the monitoring station operating personnel (after receiving the code,
the trouble handling window will be brought up).

- Restore 1 the code informs of the end of the previously reported trouble. It requires
no intervention of the monitoring station operating personnel. For this code it is
necessary to enterinthef e c 0 d e 0 dodeeofl thee trdulbieeto be restored.

- Test 1 test transmission code. It requires intervention of the monitoring station
operating personnel, unless it is received according to the defined rules (see: firest
transmis$ionso tab

- Remark i the code requires no intervention of the monitoring station operating
personnel. When received, it will be saved into the event log and audibly signaled.

- Other 7 the code requires no intervention of the monitoring station operating
personnel. When received, it will be saved into the event log.

Decode i the field is available after selectingthe Rest ored code type. L
code of the trouble which will be canceled afterthefiRe st or ed0 code type i

Partition T enter in this field the number of the partition to be assigned with the code.
This enables the codes to be linked to the partitions defined in the subscriber's alarm
control panel. In case of certain codes, selection of the partition will affect the
reaction pattern of the monitoring station. It applies to the /Al ar mo type cod:
iSki p codes optian) gndthetcodesiobmmomi ng@i amad mi ngo typc¢
Time areas). In addition, for the codes of /Al ar moilr ramwb | es o0 type wh
from a particular partition, it is necessary to define actions to be taken by the
monitoring station personnel after the codes are received (see: Partition actions).

Code 1 enter a two-character value in the field. Digits and letters from A to F can be
used. Digit 0 in the first position means entering one-digit code.

Description i enter in this field verbal description of the event to represent the entered
code. The description will be shown in the fEv e nt |l ogo and in e\
windows.

Buttons:
Save i saves entered event codes into the database.
Clear i deletes all event codes defined for the identifier.

Repeat i enables easy addition of a new code with parameters similar to the existing
one. For this purpose, click on the code you want to copy, and thenonthe fRe peat 0
button. Having entered changes in the selected fields (code change is necessary),
presstheiSaveodo button.

Delete T deletes the selected code.

Templates i enables downloading of code templates. They are included in the
monitoring station program and can be foundintheft e mp| at es 0 efraftha er (
STAM-2 Client program). The files, which have the WZ1 or WZ2 extension, can be
edited by means of any text editor. You can also add your own templates.

ADEFINITIONSO TAB FOR AS | AOPE OF IDENTIFIERS
After adding and selecting the "SIA" type identifier, the fields in the tab are not available.

APARTITIONSO TAB

If the window displays only a list of partitions, including the fields to define, edit and
delete partitions, use the =+ button to split the window into the list of partitions and the
"Partition actions" or "Time partitions" tab.
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If the window displays a list of partitions and the "Partition actions" or "Time partitions"
tab (depending on which one is currently open), use the =% button to switch the open
tab to fit the entire window height.

If the window displays only the "Partition actions" or "Time partitions" tab, use the =
button to split window into the list of partitions and the open tab.

If the window displays a list of partitions and the "Partition actions" or "Time partitions"
tab, use the = button to switch the list of partitions to fit the entire window height.

The tab is available after adding the identifier and selecting one of the three types for it.

It contains a list of defined partitions, enables defining new ones (see: Adding new
partitions), as well as editing and deleting the existing ones.

Partition 00 is the default partition, created automatically for each identifier. For this
partition it is only allowed to define actions in case of alarm and trouble (fPartition

act i oh)asdvelltasaarming / disarming at wrongtime (FAc t i o TS dnei rar ea s o
These actions will be considered as default ones for all partitions for which individual
actions will not be defined.

Definitions I Partitions I 55M I Test transmissiu:unsl Ethermet I Yideo veriFicatinnI Guardxl

Pattition Description

0o Defaulk partition

Save

Partition (] [+ &rm skatus contral —I

Descripkion [elete

T
Partition ackions | Time areas |

Alarms I Troubles I

L

Z,
3.
4,
5.

Clear | Save |

Fig.39.PartitionsidButbalr r ( a rbeforendartitione ave defined.

Partition i enter the partition number here. The name enteredinthefDescr i pti on
will appear at all events coming from this partition.

Arm status control i the option enables / disables verification, whether armed /
disarmed status of the partition coincides with the defined time areas (laer eas 0 t a
Having checked / unchecked the box, pressthefSave d button so that
take effect.

Description i enter the partition name in this. This name will appear at all events
coming from the partition with the number entered intothe ar t i ti ono f i el
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ADDING NEW PARTITIONS
In order to add a new partition, do as follows:
1. Click on a blank field in the partition list.

2. Enter the partition numberinthefPar t i ti ono fi el d
3. Enter the partition nameintheMdescr i pti ono field.
4. Select or deselectthe r m st atus control 0, as may be
5. ClickonthefSaveo button. The new partition wi
mouse on the partition and you may proceed to defining the rest of its
parameters.
Buttons:
Save i saves changes referring to the partition (partition number, description, fArm
status control o) into the database.

Delete i deletes selected partition.

APARTITION ACTIONSO TAB

Alarms 1 you can define up to 5 actions to be taken by the operator of the
monitoring station program upon receipt of the alarm event from the selected
partition. The action list in red will be displayed in the event handling window, in
the actions section. If no actions have been defined in case of alarm, the list of
actions defined for the default partition will be displayed. The action list for the
default partition should be defined.

Troubles i you can define up to 5 actions to be taken by the operator of the
monitoring station program upon receipt of the trouble event from the selected
partition. The action list in red will be displayed in the event handling window, in
the actions section. If no actions have been defined in case of trouble, the list of
actions defined for the default partition will be displayed. The action list for the
default partition should be defined.

Buttons:

Clear i deletes all actions defined for the partition in case of alarm or performance
trouble.

Save 1 saves actions defined for the partition in case of alarm or trouble to the
database.

ATIME AREASO TAB

Theft i me areao is a time interval during w
disarmed. The program of monitoring station will check whether the partition status
corresponds to its predetermined status. If there is any inconsistence, the event
window will be displayed to inform the operating personnel thereof. The window is
displayed in two cases: at the beginning of the defined time interval and upon
receipt of the event informing that the partition status has been changed to one
which is inconsistent with the defined status (e.g. the partition has been armed
when it should be disarmed, or armed when it should be disarmed). When defining
the time areas, remember to leave undefined periods between the times of armed
and disarmed status, when the partition status will not be monitored, so that the
partition can be armed / disarmed.

i the tab contains a list of defined time areas. It enables defining new
partitions, as well as editing and deleting the old ones.

- Arm status i1 select in this field whether the system is to be armed within
the defined time interval, or not.
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